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Abstract
We considerDoSattackson serversin which attackers'
requestsare indistinguishablefrom legitimaterequests.
Most currentdefensesagainstthis classof attack rely
on legitimate usersin aggregatehaving more of some
resource(CPUcycles,memorycycles,humanattention,
etc.) thanattackers.A server sodefendedasksprospec-
tive clients to prove their legitimacy by spendingsome
of this resource.We adoptthis generalapproachbut use
bandwidthasthe constrainedresource.Speci�cally, we
arguethatwhenaserveris attacked,it should:(1)prevent
overloadingby limiting the incoming rate of requests
(anddroppingall others)and(2) encourageits legitimate
clientsto �ght backwith aggressiveretransmission.This
approachforcesall clientsto spendbandwidthto receive
service,andthe legitimateclients,with their greaterag-
gregatebandwidth,will receive thebulk of theservice.

1 Intr oduction
Our goal is to defendservers from Distributed Denial
of Service(DDoS) attacksin which the attacktraf�c—
usuallygeneratedby compromisedandcommandeered
machines(i.e., bots), often at the behestof extortion-
ist [23,26] criminal elements—mimicsrequestsfrom le-
gitimate clients, forcing the victimized server to spend
much of its time on bogusrequests.Examplesof such
attacksinclude using bots to: requestlarge �les from
Webservers[24,25]; make queriesof searchengineson
Websites[8]; andissuerequeststhatcausecomputation-
ally expensiveoperations(e.g., databasetransactions)on
Web sites[14]. Like the work in [11,14], our proposed
solutionwould beusefulfor serverswhosescarcecom-
putationalresourcescan easily be depletedby attack-
erswithout theserver's accesslink being�ooded. Such
scarceresourcesincludeexpensive databaseor applica-
tion server licenses,CPUs,memory, anddisks.

Becausethe attack traf�c looks legitimate and is
sent by hostsall over the Internet,network-layer and
transport-layerDoSpreventiontools—installingaboxto
�lter out anomalies[3,20], blacklistingparticularIP ad-
dresses,usingTCPSYN cookies[7], pushback[12,18],
etc.—donot work. Increasingthe server's accessband-
width also doesn't help and in fact makes it easierfor
attackersto overloadtheserver.

The generalsolution researchershave proposedis
to ask all prospective clients to spend some scarce
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resource—aresourcethat the legitimateclientsarepre-
sumedto have much more of than the attackinghosts.
Conceptually, the server (or an external agent)setsa
price in somecurrency, which slows the attack,allow-
ing thelegitimatesto outspendtheattackersandgetser-
vice. Proposedcurrenciesinclude: money [19] (clients
givemicropaymentfor server'sattention);computational
work1 [1,4,5,9,10,13,19] (serverwon't serveuntil client
completesa puzzle);and humanattention[11, 14,22]
(Web server won't give serviceunlessclient solves a
CAPTCHA[27]).

We adopt this generalapproach,but rather than in-
ventanotherarti�cial currency, we proposeto useband-
width as the scarceresource.This approach,which we
call proof of net-work, hastwo components.First, as is
oftendonetoday, a middleboxin front of theserver lim-
its the rate at which requestsreachthe server, so that
theserver's resourcesdo not becomeoverloaded.If too
many requestsarrive,themiddleboxdropssomefraction
of themonpurpose,andtheservercontinuesto givegood
serviceto therequeststhatreachit.

Second,to avoid long timeouts,the middlebox im-
mediatelynoti�es clientswhen it hasdroppedtheir re-
quests,andtheclientsimmediatelyandautomaticallyre-
transmittheserequests.Eachclient is thuspushedinto a
high repeat-ratepatterntypical of DDoSattackers.If the
legitimate clients have more aggregatebandwidththan
theattackers,thenthis approachof �ghting �r e with �r e
allows themto capturea large fractionof service.Note
thatratherthantrying to reducetherateat whichattack-
erscansendrequests,this approachincreasestherateat
which legitimateusersdo sendrequests.In essence,the
serverasksthelegitimateclientsto �ght awarof attrition
with thebots;thelegitimatescanafford to keepretrying
whereasthebotshaveamorelimited bandwidthbudget.

We will arguethatusingbandwidthasa constraintis,
in someways,morenaturalthanotherDDoS defenses
(seex2.1,x6). Of course,it raisesimportantissues,such
asthe apparentabuseof a communalresource(the net-
work) andhow to control congestion.In later sections,
we discussthesequestionsand show how to integrate
net-work into today's applications.For now, we defer
theseissuesto outline andanalyzean idealizedversion
of net-work.

1Laurie and Clayton [17] argue againstproof-of-work as a spam
defense;in theappendix,wesayhow theirwork relatesto ourproposal.
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Fig. 1: An attackedserver, B + g > C, (a) without net-work (b) with net-work. Net-work requiresevery client to spendbandwidth;
goodclientscanafford thisprice.Thetraf�c from goodclientsis shaded,asis theportionof theserver spenton their requests.

2 Overview and Analysisof Net-work

A particularly problematicaspectof currentDDoS at-
tacksis thata smallnumberof badclientscandeny ser-
vice to a far largernumberof legitimateclients.Thisde-
nial happensbecauseeachbadclientmaymakerequests
at ratesfaroutstrippingnormalclients.At thesametime,
we observe that somelimiting factor must prevent the
badclientsfromsendingevenmorerequests—otherwise,
they coulddeny servicemoreeffectively with fewerma-
chines.We posit that in many cases,this limiting factor
is bandwidthandthatbadclientsexhaustall their avail-
ablebandwidthgeneratingspuriousrequestsfor service.
In contrast,goodclientswhospendsubstantialtimequi-
escentarelikely usingonly asmallportionof theiravail-
ablebandwidth.

Weaimto changethisbalanceby increasingtheband-
width requiredfor a requestto reacha server underat-
tack.Sucha changeoughtto decreasethenumberof re-
questssentfrom a (currentlymaxed-out)badclient that
reachtheserver, while goodclientswith sparebandwidth
will hopefullybeableto absorbthecost.

2.1 IdealizedNet-work
We �rst discussan idealizedapproachto net-work and
laterdescribeextensionsto make it morerealistic.While
net-work appliesto a varietyof servers,the ideais best
illustrated with simple request-responseservers where
eachrequestis cheapfor clientsto issuebut expensiveto
serve. Real-world examplesinclude single-packet Web
requests,load-balancingDNS servers usedby content
distributionnetworks,andNFSservers.

Supposetheserverhasthecapacityto handlerequests
at someknown rateC, which is larger thantherateg at
which “good” or legitimate clientssubmit requests.At
the sametime, a set of “bad” or attackingclients sub-
mits requestsat rateb. Goodclientsmaybedeniedser-
vice wheng + b > C; often, b � C. Let G and B de-
notethetotal bandwidths(measuredin requestspertime
unit) availableto thegoodandbadclients.(G andB are
not physicallink capacitiesbut rather“disposableband-
width”, re�ecting constraintslike the needfor bots to

avoid detection.)We pessimisticallyassumethatthebad
clientsspendeverythingthey can,i.e., thatb = B. Onthe
otherhand,wepositthatG � g, i.e., thatthegoodclients
actuallyhave substantiallymorebandwidthto spendon
thegivenservicethanthey areusingto submitrequests.

Figure1(b)showsanidealizedimplementationof net-
work. First,a thinner(which for now weassumeis asin-
gle machinebut will generalizelater) is a front-endto
the server. It winnows traf�c from the inboundrate to
C by randomlydroppingexcessrequests.2 Second,the
thinnerdoesnot drop requestssilently—rather, on each
drop, it sendsa synchronous“pleaseretry” messageto
theclient, causingthe client to retry the request,i.e., to
domorenet-work.

This schemebuilds on the well-known principle of
sheddingrequeststo copewith overload,but with a cru-
cial difference.Today, whena goodclient fails to get a
response,it retries,often with humaninvolvementand
alwaysaftera lengthytimeout.With net-work, however,
aclientretriesautomaticallyassoonasit getsthe“please
retry”. Sincethis call to retry usuallyoccurswithin one
round-trip,thelegitimatescandramaticallyincreasetheir
retry ratesanddrown out theattackers.3

Below we derive the expectednumberof retries,r,
that good clients will needto do, and we show that r
automaticallychangeswith theattacksize.For now, ob-
serve thatr canbeviewedasa price,with bandwidthas
thecurrency,andthatthethinnerdoesnotcommunicater
to theclients—instead,goodclientskeepresendinguntil
they get through.The“natural” emergenceof this price,
we argue,contrastswith othercurrency-basedschemes.
With othercurrencies,theservermustcheckclients'pay-
ment(e.g., by verifying a puzzlesolution)andalsomust
reportanexplicit price(e.g., by sendinga puzzlewith a
certaindegreeof hardness)or have theclientsguessthe
currentprice.Seex6.1for morecomparison.

2C neednot beknown; however thedetailsof this casearebeyond
this paper's scope,soweassumethroughoutthatC is known.

3Onereasonfor long timeoutsandexponentialbackoff in current
retry methodsis congestioncontrol;we show in x3.1 how clientsper-
form propercongestioncontrolby usingtheseexplicit “pleaseretries”
to distinguishbetweenserver overloadandcongestion.
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2.2 Analysisand Requirements
Wenow considertheprice,orexpectednumberof retries,
r, for legitimateclients.Observe that the thinner, which
needsto know only C, admits incoming requestswith
probability p to make the total load reachingthe server
C. Legitimateclients thushave to retry r = 1=p times
on averagebeforegettingthrough.The “bad load” that
actuallyreachestheserverreducesfrom B, theattackers'
full budget,to Bp. Thus,the thinner's droppingpolicy,
combinedwith thefactthatgoodclientsretrytheir“good
load” of g until gettingthrough,resultsin the equation
g + Bp = C, which implies r = 1=p = B=(C � g). Note
thatr changeswith theattacksize,B.

For net-work to be most useful, legitimate clients
mustbeableto afford thein�ation of their requests,i.e.,
gr must be smaller than G, the total bandwidthavail-
able to the good clients. Plugging r into the inequal-
ity gr < G yields a server provisioning requirement:
C > g(1 + B=G). This requirementcanbe explainedas
follows: to usenet-work, the server must have enough
capacityto serveboththegoodclients,g, andthedimin-
ishedbots,B(g=G). Thebotsoriginally sentatrateB, and
goodclientsoriginally usedafractiong=G of theirband-
width. Thus,from theserver's perspective,eachbot has
becomeonly asthreateningasa goodclient;abadclient
canno longeramplify its impacton theserver. In partic-
ular, if eachindividualbadclienthasthesameamountof
bandwidthaseachindividualgoodclient, then,from the
server'sperspective,net-work makeseverybot look like
a goodclient. Fromthenetwork's perspective,net-work
makesevery goodclient look like a bot in termsof the
numberof packetssent.

2.3 When is Net-work Useful?
Net-work is only neededif g + B > C andcanonly pre-
vent overloadwhenC > g(1 + B=G). If G � B then
therequiredover-provisioning(relative to thegoodload
g) is minor. If G � B then the server hasto be over-
provisionedby somesmallmultipleof g, whichmaynot
befeasiblein somesituations.If G � B thenC mustbe
roughly gB=G, which is far larger thanwhat is needed
for the legitimate load (by a factor of B=G) but is far
smallerthanthe capacity(g + B) that would have been
neededto absorbtheattackwithoutnet-work (by roughly
a factorof g=G). However, even if the server is under-
provisioned,the fraction of servicespenton good re-
questsgoesfrom g=(g+ B) withoutnet-work toG=(G+ B)
with net-work. Becausewe expect that G � g always
holds,this changerepresentsa signi�cant improvement
evenin thecaseof enormousattacks.

The requirementthat the server be large for net-
work to guaranteeserviceto all legitimateclientsmay
seemunreasonable,but it appliesto all currency-based
schemes:a server unpreparedto treatevery bot asa sin-

gle legitimateclientcanalwaysbeoverloaded(seex6.1).
Indeed,onecando betteronly by explicitly distinguish-
ing legitimateusersfrom bots,whichmaynotalwaysbe
feasible(seex6.2).

3 Toward Practical Net-work
Theidealizedsolutionin theprevioussectionmadesev-
eralunrealisticassumptions:

A1 Thenetwork, excludingall accesslinks, hasin�nite
capacityandneverbecomescongested.

A2 The thinneris provisionedto have in�nite capacity,
i.e., its accesslink andprocessingcapacityallow it
to respondto everyarriving request.

A3 The latency from retrying requestsis not problem-
atic.

A4 The server doesthe sameamountof work for each
request.

In this section,we addresstheseassumptionsin turn.

3.1 Effectson the Network
AssumptionA1 is obviouslywrong,andwenow discuss
how to accountfor limited bandwidth.Whena client re-
tries aggressively, it shouldperform propercongestion
control.Fortunately, thethinner's“pleaseretry” message
givesthe necessaryfeedbackto upholdthe principle of
packet conservation: the client retriesonly in response
to this message,andthe thinnersendsthemessageonly
whenit receivesarequest.If thethinnerdoesnot receive
a request,or if the thinner's messageis lost, then the
clientmustbackoff becausethelosscouldhavebeendue
to congestion.Thedetailsof theback-off dependon the
transportprotocol;UDP-basedRPC(e.g., DNS) would
have a multi-secondback-off, while a TCP connection
betweenclient and thinnerwould automaticallyensure
correctcongestionresponse.

For this congestion-controlledapproachto thwart
DoS attacks,the thinner's incomingandoutgoinglinks
needto be uncongested.Otherwise,legitimate clients
will backoff, cedingthe server to attackers.Below, in
x3.2,we sayhow to provisionthethinneraccordingly.

By congestingintermediatelinks, attackers can cer-
tainly causelegitimate clients to back off in response
to network congestion.However, net-work neitherintro-
ducesnor facilitatessuchlink attacks:they cananddo
happentoday. (Of courseif net-work is effective in pre-
ventingserverattacks,it might causeattackersto turn to
link attacksinstead,but thesewill be no moreharmful
thanthey currentlyare.)Onemight objectthatnet-work
increasesthe overall traf�c load signi�cantly. However,
only traf�c involving a server underattackactuallyex-
pands;if, asweexpect,thefractionof suchserversatany
time is small,thentheoverall traf�c increaseis small.
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3.2 Provisioning the Thinner
Becauseclientstreatunansweredrequestsasin-network
congestion,clients' requestsmustnotbelost at thethin-
ner. The thinnermustthereforehave enoughbandwidth
andprocessingpowerto send“pleaseretry” signalsin re-
sponseto all arriving requests,bothadversarialandgood
(andthe goodtraf�c is in�ated from retries).However,
the owners of most servers cannotafford a host with
this much processingpower and connectivity. Instead,
a cost-effective solution is for groupsof servers to ag-
gregate, sharinga thinner. Datacenterstodayco-locate
Web servers, with traf�c to theseservers taking com-
mon links; thus,a thinnercould be sharedthere.More
generally, aservercouldbuy “thinning” from aprovider,
which in turn canuseanoverlay. In this case,protected
serverswould needto �lter traf�c not vettedby thethin-
ning service;serverswith thin accesslinks would need
routersupportfor this �ltering. We leavethedetailedde-
sign of suchan overlay-basedthinning service—which
is similar in spirit to [2,16,22]—tofuturework.

3.3 Latency
In the idealizedsolution,a client's expectedlatency is
r round-tripsbetweenit and the thinner. Thereare two
problems:the latency is large,andit hashigh variance
(� r2 RTTs) becauseof the randomprocess.To address
bothproblems,the thinnercanannouncer to theclient,
whichthensendsr � 1 retriesoverareliable,congestion-
controlledstream.After the client sendstheser � 1 re-
tries,thethinnerpassestheclient's requestto theserver.

With this approach,the thinner must computethe
price r explicitly. Onepossibleprice computationis to
dividetime into epochsandin epocht to charger t = It� 1

C ,
whereI t� 1 is theinboundrequestrate.(I t� 1 = Bt� 1+grt� 1,
but thethinnerdoesnotknow thecontributionfrom each
term.)In thesimplecasewhenBt is constant(e.g., attack-
ersspendall disposablebandwidth),wecanprovethatr t

convergesto the price from x2.2, r = B
C� g . If attackers

modulatetheir traf�c, thepricecan�uctuate. To prevent
attackersfrom gamingthescheme,we proposeto mea-
sureI t over a randomnumberof pasttime epochs,leav-
ing a detailedinvestigationof this issueto futurework.
Observethatthisdeterministicpricepreservesthe“natu-
ralness”of bandwidthascurrency: thepriceis estimated
directly from theincomingpacket rate.

If the thinner can signal only “pleaseretry” (rather
thananamount,r � 1), it canstill enforcer retries,which
reducesthevariancefrom theidealizedsolution.

3.4 Serverswith UnequalTasks
AssumptionA4 is not truein general.For serverswhose
work is not constantfor eachrequest,net-work, asde-
scribedsofar, will rightly crowd out adversaries,but the
few adversarialrequestsgetting throughmay consume

<head>
<meta http-equiv="refresh" content=0>
</head><body>Please wait.</body>

Fig. 2: HTML refreshcanimplementthe“pleaseretry” signal.

muchof theserver's resources.This problemis not spe-
ci�c to net-work; Web services—eitherunprotectedor
protectedwith otherDDoSpreventionschemes—already
have thisproblem.4

To protectsuch servers with net-work, the server's
owner mustchoose:either pessimistically“charge” for
everyrequestasif it werethe“hardest”,or pricerequests
differentially. With the former, the server mustbe pro-
visionedasthoughevery requestwerehard.This choice
resultsin over-provisioning in the commoncasewhen
theserver's loadis apropermix of requests.

With differentialpricing,if thethinnercandiscernthe
dif�culty of requests,and if the load pro�le (i.e., what
fraction of requestshave a given dif�culty) when the
server is not underattackis known, the thinnercanex-
tract payment“up-front”. The thinnersimply dropsin-
coming requestsat ratesto preserve the pro�le. If the
thinnercannotdiscernthedif�culty of requests,thenthe
server shoulddemandongoingretrieswhile servingthe
request,beingpreparedto abortif it doesnot receive re-
tries. To have a price emerge naturally, the thinnercan
againdivide time into epochsanddemandthe“natural”
pricein eachepoch(asin x3.3).However, therearemany
detailsto work outon how to implementsucha scheme,
andwewill beinvestigatingthemin futurework.

4 Deploymentand Applications

Wenow show how net-work �ts into severalnetwork ap-
plications,requiringfew or noclient or serverchanges.

4.1 Protectinga WebServer
The thinnerhereis a front-endproxy to the server that
repliesto requestswith a simple“HTML refresh”page,
as in Figure 2. This pageis the “pleaseretry” signal
sincethemeta line causestheHTML client to sendan-
otherHTTP requestimmediately. Therequest-retrypro-
cessis repeateduntil the proxy probabilisticallyadmits
theclient or extractsanexplicit price,at whichpoint the
proxy relaystheclient'soriginal requestto theserver.

This approachrequires the client to wait several
round-trips.That latency maybea few secondsbut may
still be muchbetterthanan overloadedserver underat-
tack.If a server operatorwantsto furtherreducelatency
for clients,thethinnercansendanHTML pagewith mul-
tiple embeddedobjects,the numberof objectsre�ect-
ing the currentprice. The client would have to retrieve

4Even with CAPTCHAs, one could hire thugsor cheaplabor to
solve themandto thensubmitvery expensive queriesto aWebsite.
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eachof thoseobjectsbeforegettingservice.Or, thethin-
nercancausetheclient to run JavaScriptthatsubmitsa
lengthy POST, the size re�ecting the desiredpayment.
Observe that theseapproachesimplementthe ideafrom
x3.3 of communicatingan explicit price, and they also
respectcongestioncontrol.

4.2 ProtectingUDP-basedRPC Systems
A UDP-basedRPCsystemcanusenet-work by adding
the“pleaseretry” messageto thepublishedinterface.A
richer modi�cation is to ask the client to “retry r � 1
times”. Now, the client would have to implementcon-
gestioncontrolwhile sendingthoseretries“at once”; in
practice,theclientcoulduseacongestionmanager[6] or
DCCP[15].

The legacy DNS protocol can yield the desiredbe-
havior: the thinner issuesa DNS referral to itself for a
namewith many components,thenumberof components
re�ecting the desiredprice. After the referral hasbeen
resolved, the thinnersendsthe requestto the protected
DNS server. DNS serversthat might needsuchprotec-
tion are thosedoing non-trivial work for eachclient,
e.g., load-balancingmappersusedby contentdistribu-
tion networks. We note that with this approach,any
distributedsystemwith “requestreferrals”canusenet-
work—possiblywith noclient changes.

5 Critique and Objections
We positedthatattackers' bottleneckresourceis upload
bandwidth,andour premiseis that thescarceserver re-
sourceis computational(e.g., CPUor databaselicense).
If we arewrong—whichwe plan to checkwith further
study—theanalysisin x2.2 still applies(B and G can
refer to downloadcapacity, C to the server's outbound
bandwidth),thoughthe“pleaseretry” mustinsteadbea
requestfor theclientto downloadsomething,e.g., alarge
dummyobject.

We now statewhat we view asthe two mostserious
objectionsto net-work. First, clientswith low outgoing
bandwidthwill be penalizedwith longerlatencies.This
biasagainstlow-bandwidthclientsarisesin partbecause
the rangeof bandwidthsis signi�cant (and larger than
therangeof memoryspeeds,usedin computationalwork
schemes).Second,net-work will cost clients money if
their ISPschargeperbyte.We do not yet have satisfac-
tory responsesto theseobjections.

6 Net-work Compared to Other Defenses

6.1 Relation to Curr encySchemes
In somecurrency-basedapproaches,thepricer for each
requestis statedexplicitly; in others[28], serviceis auc-
tionedoff sothatthepriceis discovereddynamically. In
our context, the price, r retries,also emergesdynami-
cally, asshowedin x2.2.Theanalysispresentedthereap-

plies to any othercurrency; it shows that if goodclients
canafford to paythecurrency at rateG while badclients
canafford B, thenonecanlimit requestsinto theserver
to rate g(1 + B=G) while still giving serviceto legiti-
mateclients.Furthermore,all currency schemeshavethe
propertiesstatedin x2.3,namelythattheschemeis most
effectivewhentheserverisprovisionedfor theaboverate
and whenG � B—but that the schemeis still useful
whentheserequirementsarenotmet.

In this paper, we proposedbandwidthas a resource
with G � B. We do not claim that it is strictly better
thanall otherproposals,but we do think that it is a par-
ticularly naturalcurrency, asarguedin x2.1. Extending
theargumentsthere,we notethat if theprice in another
currency is wronglyset,causingtheserverto dropexcess
demand,thentheclientmustadjustto paya higherprice
(e.g., by solvingaharderpuzzle[28]) andmustthensend
a retry. In otherwords,bandwidthalwaysplaysa role in
currency-basedschemes.Also, undernet-work, clients'
work is observable;in contrast,puzzlesmightbebroken,
andtheservercannottell whensuchbreakagehappens.

Wedonotknow of anotherproposalto usebandwidth
as a currency. Gligor [11] doesobserve, however, that
client retriesand timeoutsrequire lessoverheadwhile
still providing thesamequalitative performancebounds
asproof-of-workschemes.Becausethegeneralapproach
doesnot meethis more exacting performancerequire-
ments,heneithersuggestsaskingclientsto retry aggres-
sively, nor considersthe mechanismsandextensionsin
x3–4,nor exploresthe rami�cations of actuallydeploy-
ing theapproachin today's Internet.

6.2 Human Attention and Other Defenses

Whereascurrency-baseddefensesgrantsomeaccessto
bots,schemes[11,14,22] that useCAPTCHAs[27] to
tell apartbotandhumangrantnoaccessto botswhenthe
server is heavily loaded.Thesesolutionsarenot right for
ourpurposesbecausethey assumeanexpresspreference
for humanclientele.Also, giving humansa CAPTCHA
requiresa behavioral change,yet many humans(26%,
in [14]) maynotwantto makethischange.Kill-Bots [14]
strivesto addresstheselimitationsby �rst trying to iden-
tify bots—de�ninga bot asa sourceIP addressthat re-
triestoo many timeswithout answeringa CAPTCHA—
andthen�ltering themout,atwhichpoint theserverwill
no longerbe loadedandany legitimateclient cangain
access.Kill-Bots canredressthebiasesabove underthe
assumptionsthat theserver is properlyprovisioned,that
botscanbeidenti�ed by their retrypattern,andthateach
botcanreceivetraf�c atnomorethanafew IP addresses.

For lower-level DDoSdefensesnotbasedoncurrency
or humanattention,seethesurvey by Mirkovic andRei-
her[21] andthebibliographiesin [14,22,29].
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7 Conclusion
Attackersarenow consumingexpensiveserverresources
in ways that mimic legitimateusers.The frustrationof
server owners is palpable,yet their optionsare paltry:
overprovision vastly, adopt a bias toward humansan-
sweringCAPTCHAs,yield to extortion [23,26], or de-
mandthatclientssomehow payfor access.Wehavetaken
thelastapproach,andweproposedbandwidthasthecur-
rency. Bandwidth's advantageis simplicity anddeploy-
ability. Its disadvantage(besidesthosein x5) is that it
is not a fully local resource,unlike theCPUin proof-of-
work.Nevertheless,viewing backbonebandwidthasfree
maybeareasonable�rst approximation(seex3.1).

Thisview—coupledwith defendingserversby asking
goodclients to crowd out attackers—maylook like In-
ternetvigilantism.However, net-work upholdsimportant
principles(e.g., respectfor congestioncontrolandlimit-
ing clients' claimson servers).Thus,we believe it mer-
its considerationby thecommunityandinvestigationby
us.Building on our initial backward-compatibledesign
for theWebandDNS,weplanto conductmeasurements
to checkour premises,estimatetypical valuesof B and
G, furtherdevelopa controlschemeto estimatetheretry
pricedynamically, experimentwith aworkingprototype,
andincorporatenet-work into otherlegacy systems.
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Appendix: Proof-of-Work for SpamControl
Laurie and Clayton [17] argue that proof-of-work for
spamcontrol—whereinthe senderattachesto eache-
mail a proof that it spentcycleson that e-mail and the
receiver checksthis proof—is “not a viable solutionto
the spamproblem” [17]. Given their analysis,we must
askwhy bandwidthis aviableDDoSdefense.A compre-
hensive answeris outsideour scope;two generalobser-
vationsfollow. First,LaurieandClayton'ssecurityanal-
ysisassumesagoalof reducingspamto 1%of legitimate
mail. For DDoS, our goal neednot be asstringent:we
believe server operatorswould be happy if their servers
spentlessthan10%of theirresourcesonbots.Giventhis
order-of-magnitudedifference,we conjecturethat there
is headroombetweenwhat legitimateclientsarelimited
to andwhatthey actuallywantto spend.Second,we fur-
therconjecturethatmostlegitimateclients'useof upload
bandwidthon DDoS-proneservices(versuson peer-to-
peerapplications)is relatively rareandcouldthusexpand
withoutsigni�cant collateraldamage.
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