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Abstract

We considerDoS attackson senersin which attaclers'

requestsare indistinguishabldrom legitimate requests.
Most currentdefensesagainstthis classof attackrely

on legitimate usersin aggreyate having more of some
resourcg CPU cycles,memorycycles,humanattention,
etc.)thanattaclers.A sener so defendedasksprospec-
tive clientsto prove their legitimacy by spendingsome
of this resourceWe adoptthis generalapproactbut use
bandwidthasthe constrainedesource Speci cally, we

arguethatwhenaseneris attacled,it should:(1) prevent

overloadingby limiting the incoming rate of requests
(anddroppingall others)and(2) encouragés legitimate

clientsto ght backwith aggressieretransmissionThis

approactorcesall clientsto spendbandwidthto receve

service,andthe legitimateclients,with their greaterag-

gregatebandwidthwill receive thebulk of the service.

1 Intr oduction

Our goal is to defendseners from Distributed Denial
of Service(DDoS) attacksin which the attacktraf c—
usually generatedby compromisedand commandeered
machines(i.e., bots), often at the behestof extortion-
ist[23,26] criminal elements—mimicsequestdrom le-
gitimate clients, forcing the victimized sener to spend
much of its time on bogusrequestsExamplesof such
attacksinclude using bots to: requestlarge les from
Web seners[24,25]; make queriesof searchengineson
Websites[8]; andissuerequestshatcausecomputation-
ally expensve operationge.g., databasé¢ransactionspn
Web sites[14]. Like the work in [11,14], our proposed
solutionwould be usefulfor senerswhosescarcecom-
putationalresourcescan easily be depletedby attack-
erswithout the sener's accessink being ooded. Such
scarceresourcesnclude expensve databaser applica-
tion senerlicensesCPUs,memory anddisks.

Becausethe attack trafc looks legitimate and is
sentby hostsall over the Internet, network-layer and
transport-layeDoSpreventiontools—installingaboxto
Iter outanomalieg3, 20], blacklistingparticularlP ad-
dressesusingTCP SYN cookieg[7], pushbacK12,18],
etc.—donot work. Increasingthe sener's accesdand-
width alsodoesnt help andin fact makesit easierfor
attaclersto overloadthesener.

The generalsolution researcherdhave proposedis
to ask all prospectie clients to spend some scarce
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resource—aesourcethat the legitimate clientsarepre-
sumedto have much more of thanthe attackinghosts.
Conceptually the sener (or an external agent) setsa
price in somecurreng, which slows the attack, allow-

ing the legitimatesto outspendhe attaclersandgetser

vice. Proposedcurrenciesinclude: money [19] (clients
give micropaymenfor sener'sattention);,computational
work! [1,4,5,9,10,13,19] (senerwon't sene until client
completesa puzzle); and humanattention[11, 14,22]

(Web sener won't give serviceunlessclient solves a
CAPTCHA[27]).

We adoptthis generalapproachbut ratherthan in-
ventanotherarti cial curreng, we proposeto useband-
width asthe scarceresourceThis approachwhich we
call proof of network, hastwo componentsFirst, asis
oftendonetoday a middleboxin front of thesener lim-
its the rate at which requestsreachthe sener, so that
the sener's resourceglo not becomeoverloaded!f too
mary requestarrive, themiddleboxdropssomefraction
of themonpurposeandthesenercontinuego givegood
serviceto therequestghatreachit.

Second,to avoid long timeouts,the middleboxim-
mediatelynoti es clientswhenit hasdroppedtheir re-
questsandtheclientsimmediatelyandautomaticallyre-
transmittheserequestsEachclientis thuspushednto a
high repeat-ratgatterntypical of DDoS attaclers.If the
legitimate clients have more aggreyate bandwidththan
the attaclers,thenthis approactof ghting rewith re
allows themto capturea large fraction of service.Note
thatratherthantrying to reducetherateat which attack-
erscansendrequeststhis approactincreasesherateat
which legitimateusersdo sendrequestsin essencethe
senerasksthelegitimateclientsto ght awarof attrition
with the bots;thelegitimatescanafford to keepretrying
whereaghebotshave a morelimited bandwidthbudget.

We will arguethatusingbandwidthasa constraints,
in someways, more naturalthan other DDoS defenses
(seex2.1x6). Of course,it raisesimportantissuessuch
asthe apparentbuseof a communalresource(the net-
work) and how to control congestionln later sections,
we discussthesequestionsand shov how to integrate
net-work into today's applications.For now, we defer
theseissuesto outline andanalyzean idealizedversion
of net-work.

1Laurie and Clayton [17] amjue againstproof-of-work asa spam
defensein theappendixwe sayhow theirwork relateso our proposal.
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Fig. 1: An attacledsener, B+ g > C, (a) without net-work (b) with net-work. Net-work requiresevery clientto spendbandwidth;
goodclientscanafford this price. Thetraf c from goodclientsis shadedasis theportionof thesener spenton their requests.

2 Overview and Analysis of Net-work

A particularly problematicaspectof currentDDoS at-
tacksis thata smallnumberof badclientscandery ser
viceto afarlargernumberof legitimateclients.This de-
nial happendecauseachbadclient may make requests
atratesfar outstrippingnormalclients.At thesametime,
we obsene that somelimiting factor must prevent the
badclientsfrom sendingevenmorerequests—otherwise,
they coulddery servicemoreeffectively with fewer ma-
chines.We positthatin mary casesthis limiting factor
is bandwidthandthatbadclientsexhaustall their avail-
ablebandwidthgeneratingspuriousrequestdor service.
In contrastgoodclientswho spendsubstantiatime qui-
escentrelikely usingonly asmallportionof their avail-
ablebandwidth.

We aimto changehisbalanceby increasingheband-
width requiredfor a requestto reacha sener underat-
tack. Sucha changeoughtto decreas¢he numberof re-
guestssentfrom a (currentlymaxed-out)badclient that
reachthesener, while goodclientswith sparebandwidth
will hopefullybe ableto absorkthe cost.

2.1 Idealized Net-work

We rst discussan idealizedapproachto net-work and
laterdescribeextensiondo malke it morerealistic.While
net-work appliesto a variety of seners,theideais best
illustrated with simple request-responsgeners where
eachrequesis cheapfor clientsto issuebut expensieto
sene. Real-world examplesinclude single-packt Web
requestsjoad-balancingDNS seners usedby content
distribution networks,andNFSseners.
Supposehesenerhasthecapacityto handlerequests
at someknown rateC, which is largerthanthe rateg at
which “good” or legitimate clients submitrequestsAt
the sametime, a setof “bad” or attackingclients sub-
mits requestst rateb. Goodclientsmay be deniedser
vicewheng+ b > C; often,b  C. Let G andB de-
notethetotal bandwidthdmeasuredn requestpertime
unit) availableto the goodandbadclients.(G andB are
not physicallink capacitiesut rather“disposableband-
width”, re ecting constraintslike the needfor botsto

avoid detection.We pessimisticallyassumehatthe bad
clientsspendeverythingthey can,i.e,, thatb = B. Onthe
otherhandwepositthatG g, i.e., thatthegoodclients
actuallyhave substantiallymore bandwidthto spendon
thegivenservicethanthey areusingto submitrequests.

Figurel(b)shavsanidealizedmplementatiorof net-
work. First, athinner(which for now we assumes asin-
gle machinebut will generalizelater) is a front-endto
the sener. It winnows trafc from the inboundrate to
C by randomlydroppingexcessrequestg. Second the
thinnerdoesnot drop requestssilently—rather on each
drop, it sendsa synchronous pleaseretry’ messageo
the client, causingthe client to retry the requestj.e., to
domorenet-work.

This schemebuilds on the well-known principle of
sheddingequestdo copewith overload,but with a cru-
cial difference.Today whena goodclient fails to geta
responseit retries,often with humaninvolvementand
alwaysafteralengthytimeout.With net-work, however,
aclientretriesautomaticallyassoonasit getsthe“please
retry”. Sincethis call to retry usuallyoccurswithin one
round-trip,thelegitimatescandramaticallyincreaseheir
retry ratesanddrown outthe attaclers?

Below we derive the expectednumberof retries,r,
that good clients will needto do, and we show that r
automaticallychangeswith the attacksize.For now, ob-
senethatr canbeviewedasa price,with bandwidthas
thecurreng, andthatthethinnerdoesnotcommunicate
to theclients—insteadgoodclientskeepresendinguntil
they getthrough.The“natural” emegenceof this price,
we argue, contrastswith othercurreng-basedschemes.
With othercurrenciesthesenermustcheckclients' pay-
ment(e.g., by verifying a puzzlesolution)andalsomust
reportan explicit price (e.g., by sendinga puzzlewith a
certaindegreeof hardnesspr have the clientsguesshe
currentprice.Seex6.1for morecomparison.

2C neednot be known; however the detailsof this casearebeyond
this papers scope sowe assumehroughouthatC is known.

30Onereasorfor long timeoutsand exponentialbacloff in current
retry methodsis congestiorcontrol; we shav in x3.1 how clientsper
form propercongestiorcontrol by usingtheseexplicit “pleaseretries”
to distinguishbetweersener overloadandcongestion.



2.2 Analysisand Requirements

We now considetheprice,or expectechumberof retries,
r, for legitimateclients. Obsenre thatthe thinner, which
needsto know only C, admitsincoming requestswith
probability p to male the total load reachingthe sener
C. Legitimate clientsthushave to retry r = 1=p times
on averagebeforegettingthrough.The “bad load” that
actuallyreacheshesenerreducedrom B, theattaclers'
full budget,to Bp. Thus,the thinner's droppingpolicy,
combinedwith thefactthatgoodclientsretry their“good
load” of g until gettingthrough,resultsin the equation
g+ Bp = C, whichimpliesr = 1=p = BHC (). Note
thatr changesvith the attacksize,B.

For net-work to be most useful, legitimate clients
mustbe ableto afford thein ation of theirrequestsi.e.,
gr mustbe smallerthan G, the total bandwidthavail-
able to the good clients. Pluggingr into the inequal-
ity gr < G yields a server provisioning requirement:
C > g(1 + B=G). This requirementanbe explainedas
follows: to usenet-work, the sener must have enough
capacityto sene boththegoodclients,g, andthedimin-
ishedbots,B(g=G). Thebotsoriginally sentatrateB, and
goodclientsoriginally usedafractiong=G of theirband-
width. Thus,from the sener's perspectie, eachbot has
becomeonly asthreateningasa goodclient; abadclient
canno longeramplify its impacton the sener. In partic-
ular, if eachindividualbadclienthasthe sameamountof
bandwidthaseachindividual goodclient, then,from the
servers perspectre, net-work makesevery botlook like
a goodclient. Fromthe network’s perspectie, net-work
malesevery goodclient look like a bot in termsof the
numberof paclketssent.

2.3 Whenis Net-work Useful?

Net-work is only neededf g + B > C andcanonly pre-
vent overloadwhenC > g(1 + B=G). If G B then
therequiredover-provisioning(relative to the goodload

g) is minor. If G B thenthe sener hasto be over-

provisionedby somesmallmultiple of g, which maynot

befeasiblein somesituationsif G B thenC mustbe
roughly gB=G, which is far larger thanwhat is needed
for the legitimate load (by a factor of B=G) but is far

smallerthanthe capacity(g + B) that would have been
neededo absorltheattackwithoutnet-work (by roughly
a factor of g=G). However, evenif the seneris under

provisioned, the fraction of servicespenton good re-

guestgoesfrom g=g+ B) withoutnet-work to GG+ B)

with net-work. Becausewve expectthat G g always
holds, this changerepresents signi cant improvement
evenin the caseof enormousattacks.

The requirementthat the sener be large for net-
work to guaranteeserviceto all legitimate clients may
seemunreasonableyut it appliesto all curreng-based
schemesa sener unpreparedo treatevery bot asa sin-

glelegitimateclientcanalwaysbeoverloadedseex6.1).
Indeed,onecando betteronly by explicitly distinguish-
ing legitimateusersfrom bots,which maynot alwaysbe
feasible(seex6.2).

3 Toward Practical Net-work

Theidealizedsolutionin the previous sectionmadeser-
eralunrealisticassumptions:

Al Thenetwork, excludingall accesdinks, hasin nite
capacityandnever becomegongested.

A2 Thethinneris provisionedto have in nite capacity
i.e., its accesdink andprocessingapacityallow it
to respondo every arriving request.

A3 Thelatengy from retrying requestds not problem-
atic.

A4 The sener doesthe sameamountof work for each
request.

In this sectionwe addressheseassumption turn.

3.1 Effectsonthe Network

AssumptionAl is obviously wrong,andwe now discuss
how to accounffor limited bandwidth.Whena client re-
tries aggressiely, it should perform propercongestion
control.Fortunatelythethinner's“pleaseretry” message
givesthe necessaryeedbackio upholdthe principle of
paclet conseration: the client retriesonly in response
to this messageandthe thinnersendghe messag®enly
whenit recevesarequestlf thethinnerdoesnotreceve
a request,or if the thinner's messageés lost, then the
clientmustbackoff becaus¢helosscouldhavebeendue
to congestionThe detailsof the back-of dependon the
transportprotocol; UDP-basedRPC (e.g., DNS) would
have a multi-secondback-of, while a TCP connection
betweenclient and thinnerwould automaticallyensure
correctcongestiorresponse.

For this congestion-controllecapproachto thwart
DoS attacks,the thinner's incomingand outgoinglinks
needto be uncongestedOtherwise,legitimate clients
will backoff, cedingthe sener to attaclers.Below, in
x3.2,we sayhow to provisionthethinneraccordingly

By congestingntermediatelinks, attaclers cancer
tainly causelegitimate clientsto back off in response
to network congestionHowever, net-work neitherintro-
ducesnor facilitatessuchlink attacks:ithey cananddo
happentoday (Of courseif net-work is effectivein pre-
ventingsener attacksjt might causeattaclersto turnto
link attacksinstead,but thesewill be no more harmful
thanthey currentlyare.)Onemight objectthat net-work
increaseghe overall traf ¢ load signi cantly. However,
only trafc involving a sener underattackactually ex-
pandsjf, aswe expect thefractionof suchsenersatary
timeis small,thenthe overalltraf ¢ increases small.



3.2 Provisioning the Thinner

Becauselientstreatunansweredequestasin-network

congestionglients' requestsnustnot belost at thethin-

ner. The thinnermustthereforehave enoughbandwidth
andprocessingowerto send‘pleaseretry” signalsn re-

sponsdo all arriving requestshothadwersarialandgood
(andthe goodtrafc is in ated from retries).However,

the owners of most seners cannotafford a host with

this much processingoower and connectvity. Instead,
a cost-efective solutionis for groupsof senersto ag-

gregate sharinga thinner Data centerstoday co-locate
Web seners, with trafc to theseseners taking com-
mon links; thus, a thinner could be sharedthere.More

generallyasener couldbuy “thinning” from a provider,

whichin turn canusean overlay. In this case protected
senerswould needto Iter traf c notvettedby thethin-

ning service;senerswith thin accesdinks would need
routersupportfor this Itering. We leave the detailedde-
sign of suchan overlay-baseadhinning service—which
is similarin spiritto [2, 16,22]—to future work.

3.3 Latency

In the idealizedsolution, a client's expectedlateng is
r round-tripsbetweenit andthe thinner Thereare two
problems:the lateng is large, andit hashigh variance
( r?2 RTTs) becausef the randomprocessTo address
both problems the thinnercanannounce to theclient,
whichthensends 1 retriesoverareliable,congestion-
controlledstream After the client sendstheser 1 re-
tries,thethinnerpassesheclient'srequesto thesener.

With this approach,the thinner must computethe
price r explicitly. One possibleprice computationis to
divide time into epochsandin epocht to chager; = '%
wherel; ; istheinboundrequestate.(l; 1 = By 1+gr; 1,
but thethinnerdoesnotknow the contritutionfrom each
term.)In thesimplecasewvhenB; is constante.g., attack-
ersspendall disposabléandwidth) we canprovethatr;
cornvergesto the price from x2.2,r = C—Bg. If attaclers
modulatetheir traf ¢, the price can uctuate. To prevent
attaclersfrom gamingthe schemewe proposeto mea-
surel; over arandomnumberof pasttime epochs)eav-
ing a detailedinvestigationof this issueto future work.
Obsene thatthis deterministiqorice preseresthe“natu-
ralness’of bandwidthascurreng: thepriceis estimated
directly from theincomingpacletrate.

If the thinner can signal only “pleaseretry” (rather
thananamountr 1), it canstill enforcer retries,which
reduceghevariancefrom theidealizedsolution.

3.4 Sewerswith Unequal Tasks

AssumptionA4 is nottruein general For senerswhose
work is not constantfor eachrequestnet-work, asde-
scribedsofar, will rightly crowd outadwersariesbut the
few adwersarialrequestgyetting throughmay consume

<head>
<meta http-equiv="refresh" content=0>
</head><body>Please wait.</body>

Fig. 2: HTML refreshcanimplementthe“pleaseretry” signal.

muchof the sener's resourcesThis problemis not spe-
ci ¢ to net-work; Web services—eitheunprotectedor
protectedvith otherDDoSpreventionschemes—already
have this problem?

To protectsuch seners with net-work, the sener's
owner must choose:either pessimistically‘charge” for
everyrequestsif it werethe“hardest”,or pricerequests
differentially. With the former, the sener mustbe pro-
visionedasthoughevery requestverehard.This choice
resultsin over-provisioningin the commoncasewhen
thesener'sloadis a propermix of requests.

With differentialpricing, if thethinnercandiscernthe
dif culty of requestsandif the load pro le (i.e., what
fraction of requestshave a given dif culty) when the
sener is not underattackis known, the thinnercanex-
tract payment‘up-front”. The thinner simply dropsin-
coming requestsat ratesto presere the pro le. If the
thinnercannotdiscernthe dif culty of requeststhenthe
sener shoulddemandongoingretrieswhile servingthe
requestpeingpreparedo abortif it doesnotreceve re-
tries. To have a price emege naturally the thinnercan
againdivide time into epochsanddemandhe “natural”
pricein eachepoch(asin x3.3).However, therearemary
detailsto work out on how to implementsucha scheme,
andwe will beinvestigatinghemin futurework.

4 Deploymentand Applications

We now shav how net-work ts into severalnetwork ap-
plications,requiringfew or no client or senerchanges.

4.1 Protectinga Web Serwer

The thinnerhereis a front-endproxy to the sener that
repliesto requestswvith a simple“HTML refresh”page,
asin Figure 2. This pageis the “pleaseretry” signal
sincethe metaline causegshe HTML clientto sendan-
otherHTTP requesimmediately The request-retnpro-
cessis repeateduntil the proxy probabilisticallyadmits
theclient or extractsanexplicit price,atwhich pointthe
proxy relaystheclient's original requesto the sener.
This approachrequiresthe client to wait several
round-trips.Thatlateny may be afew second$ut may
still be muchbetterthanan overloadedsener underat-
tack.If aseneroperatomwantsto furtherreducelateng
for clients,thethinnercansendanHTML pagewith mul-
tiple embeddecdbbjects,the numberof objectsre ect-
ing the currentprice. The client would have to retrieve

4Even with CAPTCHAS, one could hire thugsor cheaplabor to
solve themandto thensubmitvery expensve queriesto a Website.



eachof thoseobjectsbeforegettingservice Or, thethin-

ner cancausethe clientto run JaraScriptthat submitsa

lengthy POST the size re ecting the desiredpayment.
Obsene thattheseapproachesmplementthe ideafrom

x3.3 of communicatingan explicit price, andthey also
respectongestiorcontrol.

4.2 Protecting UDP-basedRPC Systems

A UDP-basedRPC systemcanusenet-work by adding
the “pleaseretry” messagéo the publishedinterface.A
richer modi cation is to askthe client to “retry r 1
times”. Now, the client would have to implementcon-
gestioncontrolwhile sendingthoseretries“at once”;in
practice theclientcoulduseacongestionmanagef6] or
DCCP[15].

The legagy DNS protocol canyield the desiredbe-
havior: the thinnerissuesa DNS referralto itself for a
namewith mary componentshenumberf components
re ecting the desiredprice. After the referralhasbeen
resoled, the thinner sendsthe requestto the protected
DNS sener. DNS senersthat might needsuchprotec-
tion are those doing non-trivial work for each client,
e.g., load-balancingmappersusedby contentdistribu-
tion networks. We note that with this approach,ary
distributed systemwith “requestreferrals” canusenet-
work—possiblywith no clientchanges.

5 Critique and Objections

We positedthat attaclers' bottleneckresourcds upload
bandwidth,andour premiseis thatthe scarcesener re-
sourceis computationale.g., CPU or databasdicense).
If we arewrong—whichwe planto checkwith further
study—theanalysisin x2.2 still applies(B andG can
refer to download capacity C to the sener's outbound
bandwidth) thoughthe “pleaseretry” mustinsteadbe a
requesfor theclientto downloadsomethinge.g., alarge
dummyobject.

We now statewhat we view asthe two mostserious
objectionsto net-work. First, clientswith low outgoing
bandwidthwill be penalizedwith longerlatenciesThis
biasagainstow-bandwidthclientsarisesin partbecause
the rangeof bandwidthsis signi cant (and larger than
therangeof memoryspeedsiisedin computationaiork
schemes)Second,net-work will cost clients money if
their ISPschage per byte. We do not yet have satisac-
tory responseto theseobjections.

6 Net-work Comparedto Other Defenses

6.1 Relationto Curr encySchemes

In somecurreng-basedapproacheghe pricer for each
requesis statedexplicitly; in otherg[28], serviceis auc-
tionedoff sothatthe priceis discarereddynamically In

our contet, the price, r retries, also emegesdynami-
cally, asshavedin x2.2. Theanalysigpresentedhereap-

pliesto ary othercurrengy; it showvs thatif goodclients
canafford to paythecurreny atrateG while badclients
canafford B, thenonecanlimit requestsnto the sener
to rate g(1 + B=G) while still giving serviceto legiti-
mateclients.Furthermoreall currengy schemesavethe
propertiesstatedn x2.3,namelythatthe schemes most
effectivewhentheseneris provisionedfor theaboverate
andwhenG B—hut that the schemeis still useful
whentheserequirementsarenot met.

In this paper we proposedbandwidthas a resource
with G B. We do not claim thatit is strictly better
thanall otherproposalsput we do think thatit is a par
ticularly naturalcurreng, asarguedin x2.1. Extending
the agumentshere,we notethatif the pricein another
curreny iswrongly set,causinghesenerto dropexcess
demandthenthe client mustadjustto paya higherprice
(e.0., by solvingaharderpuzzle[28]) andmustthensend
aretry. In otherwords,bandwidthalwaysplaysarolein
curreny-basedschemesAlso, undernet-work, clients'
work is obsenable;in contrastpuzzlesmightbebroken,
andthe sener cannottell whensuchbreakagénappens.

We donotknow of anothemproposato usebandwidth
asa curreng. Gligor [11] doesobsene, however, that
client retriesand timeoutsrequire less overheadwhile
still providing the samequalitatve performanceébounds
asproof-of-work schemesBecausghegenerabpproach
doesnot meethis more exacting performancerequire-
ments he neithersuggestaskingclientsto retry aggres-
sively, nor considerghe mechanismsand extensionsin
x3—4, nor exploresthe rami cations of actuallydeploy-
ing theapproachin today's Internet.

6.2 Human Attention and Other Defenses

Whereascurreny-baseddefensegrantsomeaccesso
bots,schemeg11,14,22] thatuse CAPTCHAs[27] to
tell apartbotandhumangrantno accesso botswhenthe
seneris heaily loaded.Thesesolutionsarenotright for
our purposedecausehey assumeanexpresspreference
for humanclientele.Also, giving humansa CAPTCHA
requiresa behaioral change,yet mary humans(26%,
in [14]) maynotwantto makethischangeKill-Bots [14]
strivesto addresshesdimitationsby rst trying to iden-
tify bots—de ninga bot asa sourcelP addresghat re-
triestoo mary timeswithout answeringa CAPTCHA—
andthen ltering themout,atwhich pointthesenerwill
no longer be loadedand ary legitimate client cangain
accessKill-Bots canredresghe biasesabove underthe
assumptionshatthe seneris properlyprovisioned,that
botscanbeidenti ed by theirretry pattern,andthateach
botcanrecevetraf c atnomorethanafew IP addresses.

For lower-level DDoSdefensesotbasedn curreny
or humanattention,seethe surney by Mirk ovic andRei-
her[21] andthebibliographiesn [14,22,29].



7 Conclusion

Attackersarenow consumingexpensye senerresources
in waysthat mimic legitimate users.The frustration of
sener ownersis palpable,yet their optionsare paltry:
overprovision vastly, adopta bias toward humansan-
sweringCAPTCHASs,yield to extortion [23,26], or de-
mandthatclientssomehav payfor accessWe havetaken
thelastapproachandwe proposedandwidthasthecur-
reng/. Bandwidths advantageis simplicity and deploy-
ability. Its disadwantage(besidesthosein x5) is that it
is notafully local resourceunlike the CPUin proof-of-
work. Neverthelessyiewing backbondandwidthasfree
maybeareasonablerst approximationseex3.1).
Thisview—coupledwith defendingsenersby asking
goodclientsto crowd out attaclers—maylook like In-
ternetvigilantism.However, net-work upholdsimportant
principles(e.g., respecfor congestiorcontrolandlimit-
ing clients' claimson seners).Thus,we believe it mer
its consideratiorby the communityandinvestigationby
us. Building on our initial backward-compatibledesign
for theWebandDNS, we planto conductmeasurements
to checkour premisesgstimatetypical valuesof B and
G, furtherdevelopacontrolschemeo estimatetheretry
pricedynamically experimentwith aworking prototype,
andincorporatenet-work into otherlegag/ systems.
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Appendix: Proof-of-Work for Spam Control

Laurie and Clayton [17] argue that proof-of-work for

spamcontrol—whereinthe senderattachesto eache-
mail a proof thatit spentcycleson that e-mail andthe
recever checksthis proof—is “not a viable solutionto

the spamproblem” [17]. Given their analysis,we must
askwhy bandwidthis aviableDDoSdefenseA compre-
hensve answeris outsideour scopetwo generalobser

vationsfollow. First, LaurieandClayton's securityanal-
ysisassumesagoalof reducingspanto 1% of legitimate
mail. For DDoS, our goal neednot be as stringent:we
believe sener operatoravould be hapyy if their seners
spentessthan10%of theirresource®nbots.Giventhis
orderof-magnitudedifference we conjecturethat there
is headroonmbetweenwhatlegitimateclientsarelimited

to andwhatthey actuallywantto spend Secondyve fur-

therconjecturghatmostlegitimateclients' useof upload
bandwidthon DDoS-proneservices(versuson peerto-

peerapplications)s relatively rareandcouldthusexpand
withoutsigni cant collateraldamage.



